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TRADITIONAL LOGIN

A ATLASSIAN

Log in om door te gaan

E-mail

Voer je e-mailadres in

[} Herinner mij [ ]

Log in Of log in met:

Email
’ p Passkey

Password Of ga verder met:

[ I 5 Google

(3 Remember me

.. Microsoft

Kun je niet inloggen? = Een account aanmaken

A ATLASSIAN
Eén account voor Jira, Confluence, Trello en meer [2.

Privacybeleid [7 + Kennisgeving voor gebruikers [3
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SECURE LOGIN IN DATAFLEX

JWT

OAuth 2.0

OpenID Connect

Entra ID

DataFlex as Identity server
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* What does JWT mean?
 What does it look like?

* What is it's purpose?

e
g

=

eyJhbGciOiJIUzITNil

sInR5cCl6lkpXVCJ9

eyJzdWIiOilxMjMONTY30D
kwliwibmFtZSI6lkpheVAILC
JpYXQiOjE1MTYyMzkwM;J

9

yzmQJxiUzKbhCealx_
Qj7_xJSr7ahggwR2Pd
fsMuLSQ

DataFlex
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Header

Payload

Signature

XXX.YYY.ZZZ

DataFlex
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° iss

* sub

© exp

* iat

* aud

* nbf

« and more...

DataFlex
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EXERCISE 1 — DECODE AND INSPECT A JWT

+ Take the example JWT from the .docx (Word) file
* Do it manually to really grasp the technique
* For example use: CyberChef (cyberchef.siams.nl)

total: 2 —
|I1pl.lt lnad:d: 2 + D E | -

eyIhbGci0ilIUzIINIIsINRScCI6IkpXVCI9
eyl zdWIi0iIxMMENTY30DkwIiwibmFtZSI6IkpvaGAgRGOLT iwiYWRtaW4i0nRydWUsImIhdCIEMTUXNFIZOTAYMNg

Tr Raw Bytes «= LF

R0®::

e 128 = 2 #) 123

Output
{"alg":"H5256","typ" : "IWT" }{ "sub":"1234567898", "nama" : "John DDE“,"admin":tPUE,“iEt":lSlGEHQBIﬂ}

DataFlex
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DECODE != TRUST

- Readable by default
- Always validate the signature (We can use the decoder on JWT.io i.e.)
« DataFlex JWT Library [t

HEADER PAYLOA
{

llsubll :
“name™:

{
"alg”:

R "admin™:

¥ "iat™:
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Private key -> Signature
Public key -> Validate

Most common: RSASSA-PKCS1-v1 5 +
SHA256

In the JWTs header this will be ‘RS256°
(R =RSA, S256 = SHA-256)

DataFlex
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EXERCISE 2 - CREATE A PUBLIC/PRIVATE KEYPAIR USING OPENSSL

» For this exercise an openSSL installation is required.”
+ *By default GIT installations includes an openSSL instance.

* To generate a private key:
“‘openssl genrsa —out private.pem 4096”

+ To extract the public key from the private key:
‘openssl rsa —in private.pem —outform PEM —pubout —out public.pem”

« Save these for later

* Online solution at: cyberchef.siams.nl (Option is called “Generate RSA key pair”)
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PROS/CONS

Portable SENSITIVE DATA IN
- Stateless JWT PAYLOAD
» Tamper-resistant User Logs In
=
|

No sensitive data*
Sensitive Data

Short lifetime L in JWT Payload
!

JWT Intercepted
*Use JWE for sensitive data [ ‘

‘ Sensitive Data

Exposed
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DATAFLEX LIBRARY

cJsonObject
Public/Private keys
Properties
EncodeString
L8w8jwt
DecodeString

DataFlex

P 0% 8 LB & e (PyB e, T
Visibil1 _f_:?' 1vate }

ﬂ:tiéﬂ EntodeJWTEx Handle hoJsonWebToken String sKeyID String ByRef sIWT Returns Integer

eger iAlgorithm iSizeOfIWTResult iParsingResult iCounter iClaimsCounter iJsontype
in bVoid b0k

String sPrivateKey sSub sIss sAud sJti sIJWTResult sKIDHeaderName sMemberName sMemberValue

String[] saBlacklistMembers

UBigInt ubilat

Pointer pJWTResult 1pMemberName 1pMemberValue 1pWholelist lplterate

UChar[] ucaResult

18w8jwt_encoding_params stlBw8]jwi_encoding_params

18w8jwt_additional_claims stl8w8jwt_additional_header_claims

18w8jwt_additional_claims stl8wljwt_claim_iterate

18w8jwt_additional_claims stl8w8jwt_additional_payload_claims

stIJWTKey tIWTPrivateKey

If (holsonWebToken = @) Function_Return C_JWT_INVALID_JSONWEBTOKEN_HANDLE
Get JWT_Encode_Init (AddressOf(stl8w8jwt_encoding_params)) to bVoid
Get peAlgorithm of holsonWebToken to iAlgorithm

If (iAlgorithm < @ or 1Algorithm > 11) Function_Return C_JWT_NOT_A_SUPPORTED_ALG
Move iAlgorithm to stl8w8jwi_encoding_params.alg

1*50 YEARS?/




EXERCISE 3 — CREATE AND VALIDATE A JWT IN DATAFLEX

« Use the JWT library to create and validate a token

« Steps:
« Pull the Pit repo from “DAE-JulianVanVeen/ModernSecurityFlexRoads2026 (or use the zip
from bit.ly/MSFR2026)

DataFlex

Checkout the “Exercise 3 — Start” branch

Open the workspace (ModernSecurity.sws)

Create a new view to expirement on (File -> New -> Views... -> Data Entry)
Create a cJsonWebToken object inside your view

Add your private and ﬂublic key from exercise 2 by calling ‘AddJWTPrivateKey’ and
‘AddJWTPublicKey’ (the calls can be made insidethe object itself and the return value can
be voided to gVoid)

Add a button to your view that will set some random properties of the JWT object (like
JWTtI)E%,dI_?suer, udience etc). After this call EncodeString and write the result to a readonly
cWe it.

Restart the webapp in the debugger and create a button that calls DecodeString on the JWT
object with the result of the previous st_eﬁ. Now get the property values and look at the
result. (Place a breakpoint in the OnClick of the button)
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OPENID CONNECT

DataFlex




Authorization Server (AS)
Single page applications (SPA)

Resource Servers (RS)

Authorization code
Access Token (AT)
Refresh Token (RT)
ID Token (OIDC only)

DataFlex
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AUTHORIZATION CODE FLOW

Client Application

|dentity provider
Callback
Authorization code

Tokens

DataFlex

User

Your application

1: Redirect user
to login

2: Redirect with
authorization code

3. Use authorization
code fo get tokens

4. Receive tokens

OIDC/OAuth 2.0
Auhtorization Server
(AKA |dentity Provider)

3. Send access token on web service request

Web Sermvice
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EXERCISE 4 — REGISTER AN APPLICATION IN ENTRAID

App registrations = -

Register an application

* Name

-+ New registration & Endpoints 2 Troubleshoot

The user-facing display name for this application (this can be changed later).

* App Registration
. Supported account types
® Re d I re Ct U R I Choose the account types that can use this application or access this API

Single tenant only - Data Access Corporation ~ Help me choose
® EntralD ~
Redirect URI (optional)
@ D‘l"emew we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.
Select a platform e ‘ | e.g. https:/fexample.com/auth
R sers
Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.
G roups
EI DE\I'iCE'S B2 Branding & properties o Application registration certificates, secrets and federated credentials can be found in the tabs below.
-3 Authentication (Preview)
E Certificates & secrets Certificates () Client secrets (0) Federated credentials (0}
Agents -
il Token configuration A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

AP| permissions

= : Y
= EntE‘rprlSE ﬂppS + New client secret

G Expose an API

. Description Expires Value (D Secret ID

~ i E4 App roles

B  App registrations 3 _ R

S Owners Mo client secrets have been created for this application.

B Dalar mnd admainictratare
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DATAFLEX SSO LIBRARY

cSsoApi (inside oWebApp)
Global handle
Manages callbacks

Provider
Configuration

CallbackHandler
Receives the callbacks

cSsoOnload_mixin

State object
Implements a mixin

T 05s0 15 a cSsoApl

t psHomeURL to "http://localhost/S50Demo’

t psCallbackURLLogin to "http://localhost/SS0Demo/SS0Callback/Login’
psCallhackURLLogout to "http://localhost/550Demo/SS0Callback/Logout’

= L1 L LN P
= '[_: I.l I.l f

[
._'[

se Dashboard.wo d SsoOnload

et peAlgorithm to C JWT ALG R5_256

et psProviderID to "ENTRA’

et psScopeParam to “"openid offline_access email profile’

et psldentityClientID to "61e901c2-89c1-491f-92ab-3f5b7ec62e23’

et psIdentityClientSecret to '************************************l'

et psSSOHost to "https://login.microsoftonline.com/'

et psDiscoveryEndpoint to "30626fT8-9106-4545-97d8-73794e987118/.well-known/openid-configuration’
et pbAutoDiscovery to True

et pbAutoloadCertificates to True

Use Sess'LonManager.wo Use SSO\CSSODHLOad mixin. pkg ~ *: cDemoStateCbject
Login wo Import _Class_Protocol cSsoOnlLoad mixin Ix Construct_Object

Use WebResourceManager .wo| N S Ssotoancuce=

re OnlLoad Jx SsologinFailed
rward Send OnLoadI Px OnSsoloadState
x OnSsoSaveState

Set phoDefaultView to oDashboard En I % End_Construct_Object
Use S550\CallbackHandler.wo Class nLoad_mixin.pkg is a Mixin » # cDemoStateForm
USe DemoView.wo Procedure SsoOnLoad o phEmte

String sError sUrl sStateHash aSsoState DD

Keeps track of SSO authentication state e e e e cSeOhec

aWebMainPanel

+ Allows for multiple logged in identities at e g " LogoutFarstteOtiec

multiple different providers

DataFlex

o x OnBeforeShow
Get psHomeURL of ghoSso to 5Url w | oadStates
Get StateHash of ghoWebApp to sStateHash
Move (sUrl + "/#" + sStateHash) to sUrl

Send HistoryReplaceState of ghollebd Url * *
. d HistoryReplaceState of gholebfpp sUr l 50YEARSI
cedure



PROVIDER SETUP

< C @ 2% login.microsoftonline.com

Pretty print

"token_endpoint”: "https://login.microsoftonline.com/30626Ff8-9186-4545-9fd8-73794e98F118/0auth2/token”,
"token_endpoint_auth_methods_supported”: [

"client_secret_post”,

"private_key jwt"™,

° C I ie nt I D | “"client secret basic”

"jwks_uri®: "https://login.microsoftonline.com/common/discovery/keys”,
“response_modes_supported™: [
“query”,

1 “fragment™,
e Cllent SeCret “form_post"
";ubjectﬁtypesﬁsupported": [
° D . d 1- "pairwise™
ISCO\IQ r\l n("l I Qn - , "E_d_token_signing_alg_\ralues_supported“: [
DataFlex Example | Certificates & secrets = "R5256"
1
“response_types supported™: [
R "code™,
5ot feedback? "id_token™,
"code id token",
view “token id token”,
"token"”

Quickstart 1
"scopes_supported”: [

" Integration assistant "openid”

| ] D t FI E ’ Credentizls ¢ onfidential applicati i g 0 thent g Iz
n a a EK Ka o &). For a hi . i (instead "issuer”: "https://sts.windows.net/38626ff8-9106-4545-9Fd8-73794298f118/",

Diagnose and solv
L -~ 9 N "microsoft_multi_refresh_token": true,
"authorization_endpoint™: “https://login.microsoftonline.com/38626ff8-9106-4545-9fd8-73794e981118/0auth2/authorize™,
"devire autharizatinn endnnint”- "httnc- /f1noin mirencnftanline cnm/ABAIAFFR-O10R-4545-9fd8-73794e98F118/0auth2/devicecode™,

oEntraTestProvider is a cSsoProviderOpenld

peﬁilgﬁ r -Lt hm to C_JWT_ALG_RS_zSE -73794e98f118/0auth2/logout™,
psProviderID to "ENTRA'

psScopeParam to “"openid offline_access emall profile’

psldentityClientID to "61e901c2-89c1-4917-92ab-3f5b7ecble2l’

psIdentityClientSecret to '************************************l'

ps5S0Host to “"https://login.microsoftonline.com/

psDiscoveryEndpoint to "30626Tf8-9106-4545-97Td8-73794e987118/.well-known/openid-configuration’
pbAutoDiscovery to True

pbAutoloadCertificates to True

M r

D

Overview

(]

D

Quickstart

o D

Integratior

D

D

/< Diagnose ;

(2]
o+t

bbb ubunuin
= o

M
.|
[a]
-
=

D

Manage

1.
"check_session_iframe”: "https://login.microsoftonline.com/308626ff8-9186-4545-9fd8-73794e981118/0auth2/checksession”,
e e e T Support + Troubleshooting "userinfo_endpoint™: "https://login.microsoftonline.com/38626fF8-0106-4545-9fd8-73794298f118/openid/userinfo™,
E‘ ran I-i in |;1 = FI I '-"F—" = rt = "kerberos_endpoint™: “"https://login.microsoftonline.com/38626ff8-9106-4545-9fd8-73794e981118/kerberos™,
L New support request " . - .




STATE OBJECTS

cSsoState _mixin

Send IdentityLogin “provider _id”

CallbackHandler.wo

SsolLoginSuccess / SsoLoginFailed
Important detail: cWebHttpHandler + WebProperties

Session Manager (User mapping)
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EXERCISE 5 — CONFIGURE THE DATAFLEX SSO CLIENT LIBRARY

* Goal: Connect a DataFlex WebApp to Entra ID

« Steps:

DataFlex

Install the Single Sign On package
Setup the cSssoApi (inside the oWebApp object)
* psHomeUrl, psCallbackURLLogin and psCallbackURLLogout

Setup a provider with information from EntralD. It is recommended to enable pbAutoDiscovery and pbAutoloadCertificates
(disable this if you want to challenge yourself)

Include the CallbackHandler.wo inside the oWebApp object (where you normally put use statements for your views)
Handle SSO errors by using the cSsoOnLoad_mixin and then calling SsoOnLoad inside the WebApp’s OnLoad.

Implement a simple SSO state object that has implementations for OnSsolLoadState, OnSsoSaveState, SsoLoginSuccess
and SsolLoginFailed.

« Tip 1: Create an empty view and make a class that implements the cSsoState_mixin, then create an object of that class
inside the new view.

« Tip 2: Use the embedded database to save SSO state to (it can’t be put into webproperties because when callbacks
come in the webprop store is not initialized).

+ Tip 3: When using the embedded database there is ho DateTime(2) field, make clever use of the DataDictionary class to
have two separate columns with types Date and ASCI/ (for the hh:mm:ss). See the WebAppSession DataDictionary.

To test the setup do: “Send IdentityLogin of oYourObjName ‘YOUR PROVIDER ID’”
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EXERCISE 6 — MAP AN EXTERNAL USER TO A LOCAL WEBAPP USER

* Tip: Inspect and use the cSsoWebSessionManager.

 For this we will need to implement OnSsolLoadState, OnSsoSaveState and
MapSsoUserinfoTolLocalUser.

- Make sure to increase WebAppUser.LoginName to be 255 characters, this is the
maximum index size of the embedded database. When changing the size
WebAppSession.LoginName needs to be altered too.

- We will need to save the “mapping” so we can reconnect a third party identity to the local
WebAppUser record.

- Don’t forget to set the psStateKey property so callbacks can be routed back accordingly.

- Bonus: Add an extra button on the login screen that does “Send IdentityLogin of
gthebSessionManager ‘YOUR PROVIDER ID’”. This will enable SSO logins to your
webapp.
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EXCERCISE 7 —- UNDERSTANDING REFRESH TOKEN ROTATION

Scope ‘offline_access’

Use the RefreshTokens function of the SSO library and the debugger for this exercise

Tip 1: Make use of “Set next instruction” during debugging to skip certain parts of code (i.e.
when the library thinks your access token is still valid so a refresh is unnecessary)

Tip 2: Copy an old refresh token before the first refresh or manually mark it as “used” in the
database.

DataFlex 1*50 YEARS?*/



DATAFLEX OAUTH SERVER LIBRARY

DataFlex




PREREQUISITES

Login view

Consent view
Keystore

Provider

Handler
Well-known handler

DataFlex

Object o0idcHandler is a cOidcHandler
Procedure Setup
Handle holLoginView hoConsentView

Set phoOidcProvider to oOidcProvider

Get GetLoginView of ghoWebApp to hoLogfiinView
IT (hoLoginView <= (_WebUnresolvedObject) Beguin
Set phoLoginView to hoLoginView
Set nhaNideProvidpr nf hal nninView tn allideProvider
Set Use Oidch\cOidcWellKnownHandler.pkg
End
Else Beg Object] o0OidcWellkKnown is a cOidcWellKnownHandler
Erro Set pho0OidcProvider to oOidcProvider
End Set pho0OidcKeyStore to oOidcKeyStore
Set phoOidcHandler +to o0idcHandler
Get phoC End_Object
IT (hoConseniview <> L_WEDUNIresoLveuuD jecl ) GegLn
Set phoOidcConsentView to hoConsentView
Set phoOidcProvider of hoConsentView to o0OidcProvider
Set phoOidcHandler of hoConsentView to Self
Send RegisterNavigateForwardPath ntNavigateBegin hoConsentView ghoWebApp

i: Begin
Error DFERR_PROGRAM "No consent view setup for QAuth’
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Demo purposes

KISS = Keep It Stupid Simple!

Use the demo code (See GitHub)
Use the instructions on the handout
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EXERCISE 8 — SETUP A DATAFLEX WEBAPP AS YOUR VERY OWN IDENTITY SERVER

« Goal: Understand how a DataFlex WebApp can act as an identity server
« Tip: Look at the demo available in the training zip
- Steps:

DataFlex

Include the login and consent views
Add a property for the consent view to the WebApp object (Property Handle phoOidcConsentView 0)
Configure a keystore and include it in the WebApp as use statement (separate pkg file)

Configure a provider (implement the events with hardcoded data or use the default provider class with

Lhe idnclu)ded SQL script to generate the default tables. Look at the example code in chapter 8.8 of the
andout

Set the property ‘psApplicationBaseUrl’ of the provider to your webapps base url
Configure a cOidcHandler (look at Oidc\cOidcDefaultHandler

Configure and include the well-known handler (cOidcWellKnownHandler)

Now test your identity server by crafting an authorize URL

» The url should look something like:
http://localhost/ApplicationName/oidc/v1/authorize?clientid=xxx&scope=openid+profile+tem
ail&response_type=code&redirect_uri=http%3A%2F %2Flocalhost%2Fmy%2Dcallback
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Enjoy the rest of FlexRoads!

DataFlex
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